NetBox CSRF Settings

Introduction

This playbook netbox-csrf will add your domains in the following format to the NetBox settings.py
file based on the DOMAIN variable in Semaphore.

e http://*.yourdomain.com
e https://*.yourdomain.com
e http://yourdomain.com

e https://yourdomain.com

When you run the playbook, it will look like this:

& nPrivate  § Semaphore Ul x +

(6] uk-lab-pod05-ansible.core.netos.io,

> B4.0 Deploy NetBox CSRF Domain Settings

> Task #2574

Task Templates Author Started Duration

drmin User a few seconds 2epository

dule .

Inventory

Environment /
No L u yml file found.
No i r' L file found.
Key Store 9 4 PM No ro e file found. Skip
No role/require nl file found. SKi|

Re
PLAY

Integrations 9 4 PM TASK [Gathering Facts] selkbfiidorilfibbbikidslioomibobob ookl

Team
[netbox-csrf : Modify the CSRF_TRUSTED_ORIGINS Setting in settings.py] ok

RUNNING HANDLER [netbox-csrf : tart netbox servic
LT T — S————

unre failed=0  skipped=0  rescued=0

2 Admin User

Use Case

If your server name is uk-lab-nb@1.core.netos.io , and you configured a DNS CNAME to give it a
more friendly name like demo2.netos.io via a reverse proxy, then you would see this error and


https://docs.netos.io/uploads/images/gallery/2024-09/FIFPzvJXKrPhjm3J-image.png

won't be able to login:

4 InPrivate [3 403 Forbidden

(5] demo2.netos.io,

Forbidden (403)

CSREF verification failed. Request aborted.

More information is available with DEBUG=True.

To fix this, change the domain to in the NetBox Global Settings:


https://docs.netos.io/uploads/images/gallery/2024-09/Gek6Giygy04COwqM-image.png

InPrivate i Semaphore Ul x +

A uk-lab-nb02-ansible.core.netos. io, M L -

NetBox ~ Environment NEW ENVIRONMENT

Edit Environment

N;
Global Settings

A A

N,

NEW EXTRA VARIABLE

N,

g—rw"u.-r riables

N,

NETBOX_DB_NAME netbox
Integrations NETBOX_DB_USER netbox
Team SUPER_USER_USERNAI admin
SUPER_USER_EMAIL netbox@netos.dev
NETBOX_HOSTNAME uk-lab-nb02-netbox
NETBOX_RELEASE

NETBOX_REPO https://github.com/nett

2 Admin User admin

Which will create a settings.py file entry like this and fix the error:

CSRF_TRUSTED ORIGINS = getattr(configuration, 'CSRF_TRUSTED ORIGINS', ['http://netos.io’',
"https://netos.io', 'http://*.netos.io', 'https://*.netos.io'l])
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