
Deploying NGINX &
Certificates

Introduction
We have packaged pre-configured NGINX configurations for all applications that can be deployed
through Semaphore, e.g. Semaphore, NetBox, Airflow, Elastic, and so on. Within each Netos
defined project in Semaphore, there will be a "SYSTEM" tab which is where you deploy NGINX and
certificate settings.

Configuration
NGINX
You can find the nginx.conf  and {{ app_name }}.conf  files in the nginx-*  roles in the Ansible
playbooks in the Netos GitHub repositories.

We suggest using our templates because each application has different requirements, for example,
Semaphore requires WSS configurations for HTMLX, and NetBox requires  /static/  to be correctly
mounted. We have also configured backend keep-alives from NGINX to NetBox.

 

Custom vs. Self-Signed Certificates
In a lab environment a self-signed cert is ok (it'll give you a security warning when connecting via
the browser). In each Semaphore project you'll see tasks like these which will provision the NGINX
configuration and certificates.



 

Setup the Semaphore Environment
The variables are as follows. At a minimum we suggest setting the domain and hostname in ALL
projects before deploying any applications, i.e. this example is for Netos NetOps, but you should do
the same in Netos NetBox, etc.

DOMAIN  = e.g. netos.io  (don't put dots or asterisk at the start)
SEMAPHORE_HOSTNAME  = e.g. server01-semaphore
CERT_DIR  = This is where the certs will be stored. We suggest leaving everything in
/netos/  as we have defined.
ORG_NAME  = e.g. Netos Networks Ltd
CERT_CONTENT  = the key chain for your private cert
PRIVATE_CERT_CONTENT  = the private cert (see example below)

https://docs.netos.io/uploads/images/gallery/2024-09/YN2uku6z7TrEGrsy-image.png


If you want to add your own cert (or wildcard cert), e.g. signed for server-01-ansible.yourcompany.com ,
then you would paste something like this into the PRIVATE_CERT_CONTENT , and the longer key chain
one in CERT_CONTENT .

The hostname must be unique for each project, e.g. server01-ansible.netos.dev  and server-01-
netbox.netos.dev  are permitted, however server-01.netos.dev  for both Semaphore and NetBox
would result in a validation check failure when running the playbook. This is because NGINX
cannot have multiples sites with the same name bound to the same port, e.g. TCP/443.

-----BEGIN CERTIFICATE-----https://docs.netos.io/uploads/images/gallery/2024-09/GhC4cl2NlzKXbFXo-image.png


 

Deploy the Certificates
In our case we have copied a wildcard full-chain cert and private key for *.core.netos.io  into the
environments in Semaphore.
-----END CERTIFICATE-----



After the playbook has deployed NGINX and the certs, you can change the domain in the URL and
refresh the page.

https://docs.netos.io/uploads/images/gallery/2024-09/0jzDb7T771yBYlte-image.png


Troubleshooting
If things went wrong, you can always connect on the IP https://x.x.x.x:3000  URL to get into
Semaphore, and delete the certs and NGINX site configuration file if required.

As long as you can connect to Semaphore, you can keep running the playbook to re-apply the
settings, which will replace the certs and NGINX config files.

Note that we configured DNS in advance of deploy NGINX and the certs. If you are running a
local lab, you could set the hosts file on your workstation to point to the respective services.
For example, like this:

10.1.1.1    uk-lab-nb05-semaphore.core.netos.io
10.1.1.1    uk-lab-nb05-netbox.core.netos.io

https://docs.netos.io/uploads/images/gallery/2024-09/bljcbE43y8jISvd2-image.png


Then restart the NGINX process once the above files are deleted:  sudo systemctl restart nginx .
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